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The Physical Security Side of Electronic Data Disaery:
From Preservation to Destruction

By Dan Bayha, VP oBack Thru The Future

In November 2007, it will be a full year since tmmended Federal Rules of Civil
Procedure were laid down, carrying with them a whwdw vocabulary containing terms
such as “Safe Harbor” and “Litigation Hold.” Inetlpast year, law firms and other
entities have been struggling to get on top ofrtheord retention and disposal practices,
as mandated by FRCP and other compliance requitsraech as Sarbanes-Oxley.

On one hand, there has never been a higher vadgegbn prompt and efficient
destruction of unnecessary stored data. On thex bind, inappropriate destruction can
land you in jail for several years. 18 U.S.C. #rrll5.19 Sarbanes-Oxley states,
“Whoever knowingly destroys or conceals a docummeétit the intent to impede an
investigation or proper administration of any mattéhin the jurisdiction of any
department or agency of the United States may peisoned up to 20 years.” Law firms
and corporate counsel have to walk this tightropmanore carefully, since they are
stewards of their clients’ sensitive data as wsethair own.

Many major law firms have spent considerable time @ffort on the systematized
purging of online electronically stored informati(#SI). However, their processes are
often incomplete, flawed, time-consuming or altloé above.

Law firms can't assume that just because their fias1an internal data destruction
practice, that this practice will be permanentlifisient. Most disposal practices were
developed years ago, using techniques that weguatkeat the time. Today, we have a
whole new ball game. The amount of ESI is incregasxponentially. An average hard
drive's storage capacity increases 50% annuakyablyte (1 trillion bytes) capacity hard
drives are available today at a cost of around $#D8ach. That works out to a cost of
fifty cents per gigabyte (1 billion bytes). Stagidata electronically is dirt-cheap.

Because data storage is so inexpensive, we firtglgdb of office electronics capable of
storing massive amounts of data. Each one of thkegees requires different data
erasure tools to “clean” it for possible reuse.n8bonly is the amount of data to be
destroyed expanding rapidly, but the devices sgaitie data are proliferating. All of
these devices could contain highly sensitive datask both from a data security
standpoint and an EDD standpoint. As one lab mamaiga major forensic data recovery
firm states, “new forensic techniques are beingstantly introduced. A data destruction
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technique that is adequate today may be inadetp@at@row. It's a constantly evolving
world.”

In addition, little attention has been given toadstiored on static, obsolete or defective
data storage devices. Forgotten or misplaced bpdkpes have repeatedly done
significant legal harm. In th€oleman v. Morgan Sanley lawsuit, mismanaged back-up
tapes cost Morgan Stanley a $1.2 billion judgmafittually nothing is more dangerous
than an obsolete or defective data storage dewiceining pure historic data. Also, the
cost to discover a large quantity of old hard dsiee tapes could reach six figures.

Data recovery forensics are so sophisticated tnatds that have been “erased” by
software-based tools are now at risk. Even ifetasure effort is effective, you can be
challenged later as to why you erased the devite appearance of a cover-up is often
more damaging than exposure of the destroyed daédvihhave been. The bottom line is
that not only should you promptly destroy dataesiosn obsolete storage devices and
media; you should also immediately dispose of #ngaks themselves.

Proper disposal of data storage devices and megliatione aspect in the protection of
the information stored on these devices. “Chaioustody” is a component critical to the
collection of data during the electronic discovprgcess. The forensic data discovery
credo of “If you miss a bit, you must acquit,” iést to the importance of preserving and
protecting the authenticity of the discovered data.

Preservation, Protection and Proper Destruction oESI

Law firms can learn from the ESI handling proceduteveloped by the forensic data
discovery industry to protect discovered data. yI$et the standard for all organizations
charged with protecting highly-sensitive informatioForensic data recovery is a serious
effort, performed by highly trained professionassng state-of-the-art data recovery
tools. Today, there are over 1,000 companiesardttia forensic/electronic data
discovery business. It is a multi-billion dolladustry primarily focused on supporting
the legal profession's electronic data discoveiyres. If you have not had an
opportunity to attend a conference where data Bceechniques are presented, you
have missed a real eye-opener. You'll think aladhgt you save on your computers and
PDAs in a whole different light.

Data handling procedures used by forensic datavezg@pecialists constitute quality
groundwork for all parties handling EDD. Their deilines include the following:

1. The technology of both the hardware and softwaeel us the forensic discovery
process has been specifically designed to imagey data in its exact form.
That way, there can be no question as to the atititgrof the data.

2. The recovered data never leaves the possessibe @drensic expert while being
searched through or when in transit.
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3. Once the recovered data is delivered to its sestorage location, tight auditable
records are kept of who accesses it, when and why.

4. Upon completion of the litigation, the data storagedia and its recorded data are
physically destroyed in an auditable manner.

What can we learn from these EDD procedures thaaigi us in the improvement of our
own physical data security procedures?

Internal “Chain of Custody” Concerns to Protect Data Devices in Your Possession

Knowing where a storage device is, who is respoa$dy the device, and maintaining an
audit trail of this information significantly impves security accountability within your
firm. Itis the responsibility of your firm's satty and/or IT department to regularly
confirm and verify control and location of the deas. This confirmation reminds all
employees of their responsibility to protect thenfs sensitive information. Unchecked
failure of individuals to follow procedures is oakthe most significant weaknesses in
most data security processes, so compliance sheuhdonitored and spot-checked
frequently.

Two recent security breaches highlight the impareéaof internally protecting data
devices from a physical standpoint.

First, our country's nuclear laboratories in LoarAbs, N.M. lost two hard drives
containing nuclear secrets in a single year. Grkeohard drives was eventually found
in a local used computer store. The head of sgcatrios Alamos was quoted as saying
“the best security procedures in the world are kless if people don't follow
procedures.”

In a second example, VeriSign, one of technololgighest profile security companies,
announced the theft of a company laptop computetagung highly sensitive
information. The company said the laptop was stélem an employee who failed to
follow company policies, which were in place toyeet these types of occurrences.
Clearly, though there was a policy, it wasn't éffecenough to prevent this disaster.
Highly secure procedures need to be redundant. nvimit always assume that a single
procedure may fail. Human error is a given. Reldum physical security procedures
should be varied and should be performed by diffiepeople.

External “Chain of Custody” — Securely Transporting Data Devices

Transporting of data storage devices containingisee data requires strict protocols.
Lost or stolen data storage devices and storagéameslamong the most commonly-
reported causes of significant data security bresch

» Alcatel-Lucent recently reported that a CD was indtansport between two vendors.
200,000 confidential employees' records, includialgries and social security
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numbers, were compromised.

* The State of Ohio announced the theft of a singkbp tape from the car of a
summer intern who was delivering it to a vendohe Tevice contained tax records
including social security numbers of 860,000 Olixpayers.

Legal chain of custody techniques are availablawofirms and should be chosen
according to the data's sensitivity. Imagine simg@ back-up tape or a CD containing
information that a firm has spent literally milliof dollars creating, collecting and
protecting through your firm's mail room via UPSF&dEX - which then goes directly to
a vendor's unsecured mail room. Although more esipe, there are definitely more
secure methods of transport than UPS or FedEx.eXample, the armored car industry
has been providing ultra-secure “Chain of Custddyiisportation services for decades.
Also, using secure locked shipping containers igp@ng devices and media containing
sensitive information should be a minimum standainén sending sensitive data devices.

Data Destruction Best Practices — Evaluating Destetion Methods

When disposal of sensitive data is required, yaspabsal process must be absolute and
auditable. Under no circumstances should destrdgéal be recoverable by any method.
It is not good enough to be 99 percent confideyour process. You need to be 100
percent sure, 100 percent of the time.

As discussed earlier, data forensic techniquesarstantly being improved to subvert
technology-based data destruction methods. A meniaf this reality is recent news
concerning a police department in N.J. A compfrten the police department was sold
at auction and was purchased by a local actilising freeware data recovery software
found on the web, he was able to recover both seagiolice department information
and the officers' embarrassing illicit Internetgesa This information was then posted to
the Web and became a state-wide scandal. Thigeataery and Internet distribution of
the data was accomplished by a non-technical perbonused easily-available data
recovery tools to harvest remaining data from allolive supposedly “erased” using
software tools.

e Software Erasure Tools

“Software erasure” is in fact a misnomer. Softwadaéa destruction is actually performed
by recording or “wiping” meaningless data over shieface of the data to be destroyed.
Between 7 and 31 DoD (Department of Defense) wigpése generally-accepted
standard for electronic-media sanitization andrdesbn, as set out by the National
Industry Security Program: Operating Manual (DoR2®22-M). The more secure the
destruction process, the more times the surfacé peusviped.” However, even if the
software did 1,000 wipes, the data would still rematact underneath layers of code.
One would think that data so carefully buried wolddunrecoverable. Unfortunately,
the above-mentioned N.J. police department fourtdhau this is not always the case.
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There are several significant limitations to th&éwsare-based erasure process:

1. In order to be wiped using software tools, tteelfe erased” device must be
operational. You can't apply this tool to a defeztievice.

2. A second concern is what is technically knowrflagged” tracks on hard drives. As
part of a hard drive's error-detection and coregctoutine, the recording surface of the
disk is self-monitored for marginal recording are#fsa questionable recording area is
identified, the recorded data in the area is copigdi moved to another location on the
drive. The questionable area is then “flagged” modurther recording is permitted on
that spot. The recorded data in the flagged aikaesnains on the drive, but it is no
longer accessible by software. All hard drivesrdirae will accumulate “flagged”

tracks; software erasure tools cannot wipe ovesdlageas. However, the data in the
flagged areas is recoverable by forensic data tqubs, so it is a potential data exposure
risk.

3. Software tools must be applied by trained teghns, which means that their
effectiveness is subject to human error. One @fé&asons you rarely find extensive
software warranties is that manufacturers know tt@icorrect use of their technology
depends on the correct installation and operatidhedr product across widely-varying
hardware and software configurations. Even theufaaturers of software erasure
programs qualify the expected results based upoabtas of operator thoroughness and
accuracy.

4. The fourth problem with software erasure toslghat they require an inordinate
amount of time to securely overwrite high-capabigyd drives. For example, it takes
several hours to apply a highly secure softwarswgeatool to a 20 gigabyte hard drive.

A terabyte hard drive will take over a week to eram software, even if the erasure tool
is running 24 hours a day. IT staff applying thes®s are generally highly-paid
computer technicians. Because they are spendireggdn software erasure, their
attention is drawn away from supporting the firsoftware and user base. The overhead
cost of applying software erasure is increasingiiact correlation with the increase of
drive storage capacity.

5. The final problem with software-based erasuréhods is that data recovery software
is being advanced and developed at an alarming Eaten if your firm were to purchase
software erasure tools today, they may be obsulghen a matter of weeks, months or
years as the data recovery tools and techniquesr@ye beyond it. As such, software
erasure tools are not a one-time purchase and sgpénstead, they need to be
continually maintained and updated, another bufdegour IT staff and budget to bear.

e Degaussing

Another data destruction technique primarily usgddvernment agencies is degaussing.
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Degaussing uses a strong magnetic field to erageatiaally-recorded information on
hard drives and tapes. It cannot be used on nagnatigally recorded media such as
CDs and optical disks.

The single biggest problem with degaussing isithatder for the process to work, the
degausser's magnetic field must be stronger tramtgnetic field of the recorded data.
The higher the storage capacity (the denser tleraeng) of the storage device, the
greater the magnetic strength of the recorded data.

Newer high capacity hard drives require extrem#lyrgy degaussing fields. You
constantly need to upgrade your degaussing equipimender to erase newer media.
Degaussers are mechanical and require regularbyetain.

Also, the ultra-strong magnetic fields created liegausser require that they have a
proper operational environment. Any electricalidevn proximity is subject to damage
and there are health considerations for employesgrcially for those who have a
pacemaker.

e Physical Data Destruction

A third destruction technique is physical destruati A major challenge to this process is
that hard drives are designed to physically prateetrecording surfaces. The outside
cases are made with thick aluminum, not a mateasily breached. Hitting a hard drive
with a hammer may make the drive nonoperationathmitecorded data can easily be
recovered by forensic data recovery tools. Theeseam be said about drilling holes in
hard drives. Most of the data can still be receder

Physical Data Destruction by Shredding

Physical data destruction by shredding—a recenttpduced service—is the only 100
percent absolute data destruction method availdbléheory, the process is very similar
to paper shredding but the machines used to deg&taymedia are “paper shredders on
steroids.” Because of the immense size of thessarg equipment, hard drive shredding
is usually provided by a vendor off-site rathemthternally.

Selection of a hard drive shredding vendor shoelddne with the same caution and
criteria used when selecting a forensic data regoven. The vendor's handling of your
data storage devices to be destroyed should hav&athe meticulous care applied during
the entire process. The destruction path ougbetightly controlled with detailed,
auditable records.

Because data media shredding is a relatively yaengjce industry, confirming the
vendor's experience and obtaining references engak The National Association for
Information Destruction (NAID) screens and vetsgobial secure destruction vendors.
NAID evaluates and certifies qualifying hard drsteedding vendors as AAA secure
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data destruction facilities. NAID's certificatipnocess is rigorous, ensuring that certified
businesses understand secure data destructiorr@ridephigh-quality and regulatory-
compliant services.

Physical destruction has the additional benefliehg “technology indifferent.” To the
destruction machine, shredding a hard drive or lyat¢&pe is no different than shredding
a Blackberry PDA. Once a decision has been reatthplysically destroy by shredding
data storage devices and media, there is no naedisit the process because of recent
software advances or upgrades.

Physical data destruction is a permanent solutiter the data media is shred, it is sent
to a smelting facility where the resulting fragneate melted down into source metals
and plastics. For law firms with “green” and exvimental priorities, this shred-and-
melt process means that no remnants of the dataraed up in a landfill.

Absoluteness and Auditability of Destruction Method

Whichever destruction method you choose, auditadaderds of your destruction process
are essential. Auditability or the ability to peothat you destroyed data in the normal
course of your ESI management is a core principteeFederal Rules of Civil
Procedure's Rule 37(f), the “Safe Harbor” rule.isTrale states:

“Absent exceptional circumstances, a court mayimpbse sanctions on a party for
failing to provide electronically stored informatigESI) lost as a result of the routine,
good-faith operation of an electronic-informatigrstem.”

ESI destruction in any form must be part of a doentad and regularly-monitored
record retention and disposal policy. Casual, endwented data destruction events are
simply too risky to be permitted. Destruction mistpart of a continuing disciplined
process. Systematized repeatability is the praiaparacteristic of a qualifying “Safe
Harbor” destruction event.

Conclusion

Law firms are on the bleeding edge of ESI's newtyeaTlhere are huge risks and
liabilities associated with the ever-expanding ag@r capacity of today's myriad data
devices.

Law firms have unique exposure to the protectiosenfsitive and privileged client
information. The intimate understanding of th&siassociated with electronic data
discovery provide incentive to introduce new andersiringent physical security
measures for the protection and disposal of datageé devices and media.

If physical security is not given its appropriad@él of attention, you are compromising
the integrity of your firm's entire security prosesBy taking physical data preservation,
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handling and destruction seriously, putting seesgrbcedures in place, and updating
procedures as needed, you can safeguard your firossimportant asset — your
sensitive data and that of your clients.
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